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Setup SharePoint in Azure and Monitor

Introduction

This document describes how to set up SharePoint with client secret authentication in
Azure Portal. The document also describes the set up for SharePoint file paths in Monitor
G5.

e If you have previously not set up OAuth e-mail and only intend to use the
SharePoint feature, please start at the Azure Portal setup section.

e If you have already set up OAuth e-mail, please refer to the Add Microsoft Graph API
for SharePoint section then proceed to Set up SharePoint in Monitor G5.

e |Ifyou intend to set up OAuth e-mail please refer to the Monitor online help section
Activate OAuth 2.0 with Azure Active Directory. After completing the e-mail setup,
proceed to the Add Microsoft Graph API for SharePoint section followed by Set up
SharePoint in Monitor G5.
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Client secret authentication for SharePoint

Azure Portal setup

1. Sign in with an existing Azure account at https://portal.azure.com

Microsoft Azure

B Microsoft

Sign in

to continue to Microsoft Azure

Email address, phone number or Skype

No account? Create one!

«Can't access your account?

2. 0Once signed in, search for and access “Azure AD B2C".

‘E Azure AD B2G X ‘

All Services (99+) Resources Resource Groups Marketplace (3) Documentation {29)
Welcome to Azi

Don't have a subscriptiol

Azure Active Directory (0)

Services See s
@ azure AD Security

& Advisor & Azure AD Conditional Access

% Azure Cosmos DB B Azure AD Connect Health

& Azure Database far MySQL servers &k Azure AD roles and administrators

3. Click "App registrations".

Home

A Azure AD B2C =

] O Search t &7 Got feedback?

% Overview Vv Essentials

Manage

i This is not an Azure AD B2C directory. To create a ne
&% App registrations

Il company branding
o Learn more about Azure

& User attributes AD B2C
R users

8 Roles and administrators

Use Azure AD B2C as your customer
identity and access management
solution today!

Policies Get started '
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4. Click "New registration".

Home > Azure AD B2C

g2 Azure AD B2C | App registrations =

b Overview

& Endpoints

Manage @ starting June 30th, 2020 we will no

B App registrations

All applications  Owned applicat
Il company branding pplicati ned appt

) User attributes P Start typing a display name or apg

2 users
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5. Enter a name and select your preferred account type (set to single tenant by default)

then click the “Register” button.

Home > Azure AD B2C | App registrations >

Register an application

" Name

The user-facing display name for this application (this can be changed later).

SharePoint °

Supported account types

Who can use this application or access this APIZ
(® Accounts in this organizatianal directory only ({ only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Q) personal Microseft accounts only

Help me choose...

Redirect URI {optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

Select a platform v | [ eg. https/7example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organizatian by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

6. You will be forwarded to the menu of the application you just registered. If not, click on

the application.

Home > Azure AD B2C | App registrations >

g SharePoint »

¢ 8 oekte © endpoints [ prevew features

B overview
/~ Essentials

& Quickstart
Display name
A" Integration assistant SharePgint
Application (client) ID
Manage a
B2 eranding & properties Object ID

D Authentication
2 Directory (tenant) ID
Certificates & secrets i .
Supported account types
1! Token configuration Mfsmwmm DH,”F
My organization only

2 APl permissions

www.monitor.se

Client credentials
Add a certificate or secret

Redirect URIs
Add a Redirect URI

Application ID URI
Add an Application 1D URI

Managed application in local directary
sharePoint
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7. Copy the values of the Application (client) ID and Directory (tenant) ID and save them -
you will need them later.

Home > Azure AD B2C | App registrations >

g8 SharePoint # -

¢ B oskte © endpoims B preiew festures

B Overview
A Essentials
& Quickstart
Display name Client credentials
A Integration assistant Sharepoint Add 3 certificate or secret
Application (client) 1D Redirect URIs
Manage Add & Redirect URI
B Branding & properties Object ID Application 1D URI
Add an Application 1B URI
D Authentication 3
Directory (tenant) 1D Managed application in local directory
Certificates & secrets - Sharefoint

Supported account types

"
Hli- Token configuration My organization only

- APl permissions

°
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Generate new client secret

Note! If a client secret has been previously setup with OAuth e-mail, this step can be
skipped.

1. Access “Certificates & secrets” in the left-hand menu and click on “New client secret” (the
following three steps can be skipped if you have already generated a client secret).

SharePoint | Certificates & secrets =

search A Got feedback?

plications to identify themslves to the a

receiving tokens 2t 2 web
n HTTPS schemel. For a higher level of assurant

using & certficate (instead ofa

Manage

= Branding & properties

ets and federated credentisls can be found in the tabs below

D authentication

0)  Client secrets (0) rated credentials (0)

ng that the application us

Expires Value @ secretID

2. Enter a description and set a preferred client secret expiration. Then click “Add".

Home > Azure AD B2C | App registrations > SharePoint

’ Add a client secret
SharePoint | Certificates & secrets

Description

A7 Got feedback?

Expires

Credentials enable conficential applications to identify ther
scheme). For a higher level of assurance, we recommend Lsing

3. Note that the client secret value can only be copied once - copy the content in “Value”
and store it in a safe place. You will need it later.

Home > Azure AD B2C | App registrations > SharePoint

SharePoint | Certificates & secrets 2 - X

1 Ouenview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web

& Quickstart addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client
secret) as a credential.

#’ Integration assistant

Manage

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
= Branding & properties

D Authentication i ‘
Certificates (0)  Client secrets () Federated credentials (0}
Certificates & secrets e

- A secret string that the application uses to prove fts identity when requesting a token. Also czn be referred to as application
Il Token configuration password.
9 APl permissions
t New dlient secret
@ Expose an API

Description Expires Value @ Secret ID
i App roles

SharepointClientsecret 711072023 .. D " D@
2 Owners

°
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Add Microsoft Graph API for SharePoint

1. Click “API permissions” in the left-hand menu in Azure Portal.

Home » Azure AD B2C | App registrations >

i SharePoint #

P search «
B Overview
& Quickstart

# Integration assistant

Manage
B Branding & properties
3 Authentication
Certificates & secrets
I} Token configuration

= AP permissions

[i Delete & endpoints [ Preview features

~ Essentials

Display name
SharePoint

Application (client) 1D

Object ID

Directory (tenant) ID
=

Supported account types
My erganization only

2. Click "Add a permission”.

22 Search ‘

B overview

& Quickstart

# Integration assistant
Manage

B erending & properties
3 Authentication

Certificates & secrets

Il Token configuration

« o Refresh ,C\j Got feedback?

Client credentials

Add a certificate or secret
Redirect URIs

Add a Redirect URI
Application ID URI

Add an Application 1D URI

Managed application in local directary

SharePoint

o The "Admin censent required” column shows the

Configured permissions

Applications are authorized to call APIs when they a
all the permissions the application needs. Learn moi

-+ Add a permission

APl / Permissions name

~/ Grant admin consent

Type

3. Click "Microsoft Graph” to select it as an API.

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APIs

Commonly used Microsoft APIs

Microsoft Graph

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePeint, Planner, and more through a

\_—
4‘\ Take advantage of the tremendous amount of data in Office 3685, Enterprise Mobility + Security, and Windows 10.
<4

single endpoint.

r Azure Communication
L Services

Rich communication experiences with
the same secure CPaa$ platform used
hv Micracaft Teame

www.monitor.se

C'J Azure DevOps.

Integrate with Azure DevOps and Azure

DevOps server

(") Azure Rights Management

k‘ Services

Allow validated users to read and write
protected content
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4. Click "Application permissions”.

Request API permissions

< All APIs
=, Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Application permissions

signed-in user.

YYour application runs as a background service or daemen without a

2022-12-26
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5. Search for “Sites.ReadWrite . All" then mark the checkbox on the item in the list, and click

"Add permissions”.

Request API permissions

< All APIs
=, Microsoft Graph
& htps://graph.microseftcom/ Docs !
What type of permissions doss your application requirs?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Select permissions

Application permissions
Your application runs as  background service or daemon without
signed-in user.

expand all

£ SitesReadWirite.All n

Permission

N Sites

e sites Readwrite.All
Read and write items in all site collections

Add permission: 3

Admin consent required

6. Verify that the APl has been added.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, u

organization, or in organizations where this app will be used. Leam more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of confit

all the permissions the application needs. Learn more about permissions and consent

- Add a permission  ~ Grant admin consent

API / Permissions name Type Description

~ Wicrosoft Graph (2)

Admin consent requ...

Sites.ReadWrite.All Application  Read and write items in all site collections Yes

www.monitor.se
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7. Grant admin consent. Monitor G5 requires full access to
all SharePoint sites through Graph.
Additional settings may be applied
to adapt the level of security.

18 Overview Grant admin consent confirmation.

& Quickstart Do you want to grant consent for the requested permissions for all accounts in ? This will update any existing admin
#  Integration assistant below.

anage g - ]

& eranding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list ¢

S Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets 1= Add a permission ~ Grant admin mnseno

™ y
1l Token configuration API / Permissions name Type Description Admin consent re

9 API permissions

v Micrasoft Gray

& Bxposean API Sites ReacWrite A Application Read and write items in all site collections Ves

8. Verify that the “Status” icon is green.

Configured permissions

Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissig
all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~" Grant admin consent |
APl / Permissions name Type Description Admin consent requ... Status

~ Micrasoft Gr

Sites.ReadWritz Al Application  Read and write items in all site collections Yes @ Granted for

vaouiton
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Set up SharePoint in Monitor G5

1. Start the Monitor G5 client and sign in with the appropriate admin account.

//

#E] 004.1Demo3 ~

£ Basic settings
Company information
System settings
Calendars
Multi-company settings
Edit bulletin board
Desktop templates
Server printers

Form templates

f Economy

3. Click the "System overall" tab.

el HE oL - @ System settings

il

| Manufacturing || Purchase ” Sales ” Stock ” Time recording ” Accounting " System overall v

General

L Date format |Date - ||§|
2, Use alias when exporting to Business intelligence |§|

3 Manane stannered discount rates in the neocedure Nisconnt catenories ,YES—V“;l

+46 (0) 650 766 00 'I‘"nlt"r
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4. Paste the "Application (client) ID" previously saved from Azure in the corresponding field.

= P HWE ok @ System settings
\=
|| Manufacturing | Purchase i b Time recording || Accounting | System overall | Web
|
|| ceneral
HE Date formst
12 Use sias when exporting to Business imteligence Mo -3
IE [— ves -3
e Part youping tem f dscount categores Procuct gon -)53)
([ S ———— e
s Tome when aeder dayistart day changes to next day [200___ |30
Show denser far extaral arograms (Exira fiecs] |5
e e —— e -]
K Send sage statates fo Mandor e~ |»)
Batkup
i Humber of days before warring EIE
1. Emad servder of badap rotfication. »
2 User name [Exchange] |
3 Fagsword (Exchange) »
E-mail
W Emcimetod
Server address (Exchange/SMTP)
6. Aomicaton (dent) D
Directary leranti D
N Authenticaten flow
B Oesaet

5. Paste the “Directory (tenant) ID” previously saved from Azure in the corresponding field.

| (o L HEZo A 0 System settings
A=}
| | Menufacuring | Purchese | Sales | Swck | Timerecording | Accounting | Systemoveral | web
General
'
L oaefomat Dste -]
12 use shes when exportng 1o szness maelgence o]
| I
i 4 Bart roupig term for dscount cotegones Froduct group B
5 comosny s moeaved fo Pt = |
s T whe order daytar day changes fonext day 2w |»
Pl 7 shom e for el programs txwa i) o~
18 sewchnesing pronior ety [
1|9 sentummge sosnes monor o~
Backup
§] 0 ramberof daya before waming 5 o)
1L Emal sender afbacupratficaton »
1. userrome (xchange) [ I
9. Pasword (Exchange] »|
Emad

W Emalmethad
15 Server address (Exchange/STF)

. Apphcaton (cent] I
1. Deectory (eman) 1D
1. Authentcation flom
B Centsecet

6. Paste the “Client secret” previously saved from Azure in the corresponding field, then
save.

P HEM A @ System seftings

Manufacturng | Puchass | Sales | stock | Time rocording | Accounting | Systemoversll | web

Note: The "Authentication flow” setting does not affect the setup of SharePoint but should
be updated accordingly when used in combination with settings for OAuth e-mail.
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Add SharePoint file paths in Monitor G5
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1. Open the “Paths” procedure and add a new path, then click on the folder icon.

'

L2

2. Change the

=\ H o N @ Paths
\&E
Paths Contents of the directory

:i
17
3

[active [ [ [name

[}

“Path type” to “SharePoint URL".

| p——

Select path
Path type
[Shareraint URL .
Server neme toca pathon Monitorserver | ]
UNC path

Selected folder

[ cancel |

3. Access SharePoint online and click on the folder you want to share.

|-

Home
Conversations
Documents
Shared with us
Notebook
Pages
SharePoint
Site contents
Recyele bin

Ediit

www.monitor.se

T Upload ~ 2 Edit in grid view

SharePoint W

[ Name
“Documents
“Drawings

PDF
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4. Copy the URL from your SharePoint folder.

c O sharepaint.com/teams/G5/SharePaint/Forms/Allitems aspi?id =%2Fteams%2F G5%2F SharePoint%2FPDF

SharePoint

(]
N G5
Home T Upload ~ E5 Editingridview 12 Share ~ 2 Sync
=)}
Conversations
] SharePoint > PDF &
Documents
= Shared with us 3 Name v Modified
® Notebook IS} monitorg5_sharepoint.pdf Afew seconds ago
Pages
‘ SharePoint

5. Paste the URL in the “Server name” field, press Tab and then click OK to add the path.

Select path
Path type

0| SharePoint URL - i

} Server name ~[nttps://{§l ) <harepoint. com e 1/ px?id="%arteam |

[] Show hidden netwark shares

| [[riame
» | PDF

Selected folder
[drives/b!tLfi2Q8EmUal cPFDe 1x7p449t0yzg-500i 1qm4C75IWEFL MwSxORIII9FMbUIf root: POF

5 e

= T

6. The path will be added, and the files will be visible in the box to the right. Click Save.

= " i Z Bl - @ Paths - =
\&
Paths Contents of the directory

= [Pt e [Active | [ Tname Size Modified [inked |
= |ﬁ| O monitorg5_sharepoint.pdf 35,50 KB 2023-01-10 14:44

= =) C

4+ Ifdrwesih‘tLﬁZQBEmUaL:P E' PDF

°
www.monitor.se +46 (0) 650 766 00 'IA'I& If'lf

ERP SYSTEM



